
 
 

May 29, 2015 

 

 

Tony Scott 

United States Chief Information Officer 

Administrator, Office of E-Government & Information Technology 

Office of Management and Budget  

725 17th Street, NW 

Washington, DC 20503 

 

 

Dear Administrator Scott, 

 

As President of the American Statistical Association, I write to on comment on the draft 

guidance to implement the Federal Information Technology Acquisition Reform Act 

(FITARA). We urge that every effort be made to ensure that FITARA not undermine the 

work of the federal statistical agencies, work which is critical to informing policymaking, 

decision-making, and public administration.   

 

Our specific concern is that FITARA implementation could jeopardize the confidentiality 

pledges statistical agencies make. We are concerned that it could significantly degrade 

their autonomy and ability to provide timely responses to support both routine and 

special data analyses, both of which are vital to a statistical agency’s effectiveness and 

the analytical value of the functions it supports.   

 

We understand and appreciate the importance of ensuring successful management and 

oversight of IT issues. Just as important are the confidentiality issues, the safeguards for 

which are set forth in the Confidential Information Protection and Statistical Efficiency 

Act of 2002 (CIPSEA) and CIPSEA Implementation Guidance (2007).  The balance 

needed in implementing these two statutes is evident in the fact that they are each 

separate titles in the same act, the E-Government Act of 2002.  We emphasize that the 

respect for confidentiality, in reality and perception, is of paramount importance to 

federal statistical agencies and programs.  

 

CIPSEA, in short, requires that data, collected under a pledge of confidentiality and for 

exclusively statistical purposes, be used for statistical purposes only.  The relationship of 



confidentiality to control over IT resources is emphasized in the National Academy of 

Sciences’ Principles and Practices for a Federal Statistical Agency (fifth edition, 2013), 

in the discussion of the Independence Principle: 

 

i) “As part of confidentiality protection, an agency should have the authority to 

manage the storage of confidential micro-data on secure servers that are 

controlled by the agency and not by a department-wide information 

technology system. A statistical agency should also have policies and 

procedures to inform data providers of the manner and level of 

confidentiality protection and the kinds of research and analysis that will be 

allowed with the data.” (p. 21) 

ii) “Protection from political and other undue external influence over a 

statistical agency’s data collection, production, dissemination, and other 

operations necessitates that the agency have the necessary authority for 

professional decisions in key aspects of its work, including the following: … 

authority to control information technology systems in order to securely 

maintain the integrity and confidentiality of data and reliably support timely 

and accurate production of key statistics.” (p. 39) 

iii) “The authority to ensure that information technology systems fulfill the 

specialized needs of the statistical agency is another important aspect of 

independence. A statistical agency must be able to vouch for the integrity, 

confidentiality, and impartiality of the information collected and maintained 

under its authority so that it retains the trust of its data providers and data 

users. Such trust is fostered when a statistical agency has control over its 

information technology resources, and there is no opportunity or perception 

that policy, program, or regulatory agencies could gain access to records of 

individual respondents. A statistical agency also needs control over its 

information technology resources to support timely and accurate release of 

official statistics, which are often produced under stringent deadlines.” (p. 

40) 

 

OMB also recognizes the importance of IT autonomy for federal statistical agencies, 

most recently in Statistical Policy Directive #1, “Fundamental Responsibilities of Federal 

Statistical Agencies and Recognized Statistical Units.” In the Federal Register notice 

announcing the directive being finalized, Office of Information and Regulatory Affairs 

Administrator Howard Shelanski notes their agreement with a commenter’s 

“recommendation to emphasize that a Federal statistical agency or recognized statistical 

unit has authority over the processing, storage, and maintenance of the data that it 

collects”. He notes they added text referencing the CIPSEA Implementation Guidance. 

The directive itself, Responsibility 3, on conducting objective statistical activities, 

includes these sentences:  

Accordingly, Federal statistical agencies and recognized statistical units must 

function in an environment that is clearly separate and autonomous from the other 

administrative, regulatory, law enforcement, or policy-making activities within 

their respective Departments. Specifically, Federal statistical agencies and 

recognized statistical units must be able to conduct statistical activities 



autonomously when determining what information to collect and process, the 

physical security and information systems security employed to protect 

confidential data, which methods to apply in their estimation procedures and data 

analysis, when and how to store and disseminate their statistical products, and 

which staff to select to join their agencies. 

Responsibility 4, on protecting the trust of information providers, concludes with this 

sentence: “Federal statistical agencies and recognized statistical units must fully adhere 

to legal requirements and follow best practices for protecting the confidentiality of data, 

including training their staffs and agents, and ensuring the physical and information 

system security of confidential information. (CIPSEA Implementation Guidance, 33362 

at 33374)” It’s also important to note that OMB used the Principles and Practices of a 

Federal Statistical Agency as one of its primary reference documents.  

 

In summary, we ask you to carefully consider the missions of statistical agencies and 

confidentiality requirements in the OMB FITARA guidance and urge you to allow the 

statistical agencies to maintain authority over their IT functions and personnel so they 

can continue to perform their work effectively and efficiently.   

 

Thank you for your consideration.  

 

Sincerely,  

 

 

David Morganstein 


